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This Data Breach Incident Reporting form is to be completed immediately following a data breach, or discovery that a data breach is likely to have occurred.  

It is to be completed by the staff member who has identified the Data Breach. 

Personal Details:  

 
Name, position and contact details of staff member 
who identified the breach/potential breach.  
 

Details of the Breach – complete to the best of 
your knowledge: 

 

 
How was the breach/potential breach identified?  
How and when did the breach occur, or is thought 
to have occurred?  
Why did the breach occur? 
Who has access to, or has accessed the 
information without authorisation?  
If relevant, what did the recipient do after they 
received the information inadvertently?  
Is any of the information still being shared or 
accessed without authorisation?  
 

Details of the information which has been 
breached: 
 

 

 
What kind of information is involved in the breach?  
Is it personal or sensitive information? 
Who does the information relate to?  
If known, what is the potential extent of the breach? 
(e.g. is it applicable to all participant information, or 
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only to a particular group of participants 
information, how many people may be affected?) 

 
Potential Impact:  
 
Based on what is known about the breach and the 
type of information involved, what are the potential 
harms? 
What is the likelihood of these harms occurring? 
Explain your reasoning.  
 

Actions Taken:  
 
Have any actions been taken to retrieve the 
information?  
What actions have been taken, if any, to contain the 
breach and/or safeguard other information?  
Have any actions been taken to prevent a similar 
breach from reoccurring in the future?  
 

Further Actions to be taken:  
 
Based on a preliminary assessment, is there a 
need for the breach to be escalated and/or 
investigated further?  
Has a review been conducted into why the breach 
occurred, including whether security or privacy 
policies have been breached?  
Is the breach required to be reported to the 
governing body or other internal staff?  
What changes to procedures, if any, will be made to 
ensure that a similar incident does not happen 
again? (For example, additional staff training in the 
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prevention and handling of data breaches, a 
security audit) 

 
 
 
External Notification:  
 
If the breach involves a potential criminal activity, 
have the police been notified?  
If the breach constitutes a notifiable data breach, 
has the OAIC been notified? (See the Data Breach 
Response plan template or the OAIC website for 
what constitutes a notifiable data breach) 
Have the individuals whose personal information 
has been compromised been notified of the breach, 
and what is being done to rectify it and prevent it 
from happening again?  

 
 

This form was completed by: 
 

This form has been sighted/received by: 

Name  
 

 Name  

Signed 
 

 Signed  

Date 
 

 Date  

 

         

 


